RTldx — Recruitment Threat Index

RTIdx CLI — Demo Command Order

npm install -g @rtidx/cli . npmjs.com/package/@rtidx/cli

1. Install

$ npm install -g @rtidx/cli

added 1 package in 281ms

2. Sign in

$ rtidx login

Code: 6BWS-XEXQ

Visit: https://www.rtidx.com/cli
Waiting for approval in the browser...
Signed in.

Before you start: you must already be logged in to rtidx.com with your email. If not,
you'll first be asked to enter your email, then the verification code (8 digits) sent to it —
complete that sign-in step below, then continue with the CLI device-approval screen.

CCCCCCCCCCC
Signin

in with a secure code — no password needed

Sign in with email — no password needed
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- RTidx

RTIDX ACCESS
Signin
Sign in with a secure code — no password needed.
+ Code sent to. >@gmail.com
Enter the 8-digit code from your email.

VERIFICATION CODE

[ 67886063 ]

Verify &signin

Use a different email

Enter the 8-digit verification code sent to your email

Once signed in, enter the code shown in the terminal at rtidx.com/cli, then approve the device in the
browser:

- RTidx (- Ym—

RTIOX OLE
Approve a device
Enter the code shown by rtidx Llogin in your terminal.
cove
[ 6BWS-XEXOQ| ]

Continue

Code entered at rtidx.com/cli

- RTidx T

RTIDX CLI

Approve adevice

Approve rtidx on devslt

“This wasn't me — cancel

Approval screen confirms the requesting device/IP
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Device approved

Device approved — terminal continues automatically

3. Scan a repository

Example — a clean repository:

$ rtidx check https://github.com/octocat/Hello-World --context self
Submitted https://github.com/octocat/Hello-World. Waiting for the scan
to finish...

o LOW RISK github.com/octocat/Hello-World
848bdbe - 4s - 1 files - 25 Aug 2026, 12:40
Report submitted: 848bd6e

Example — a malicious repository:

$ rtidx check https://github.com/vibbei/AmonixPlay --context self
Submitted https://github.com/vibbei/AmonixPlay. Waiting for the scan to
finish...
x MALICIOUS github.com/vibbei/AmonixPlay

f113f7a - 10s - 207 files - 25 Aug 2026

8 critical

CRITICAL

The Function constructor executes JavaScript received from the remote
HTTP response. routes/api/auth.js:27

The code base64-decodes an environment-provided URL used for environment
exfiltration and remote code execution. controllers/auth.js:57

Axios sends the complete process environment to a decoded external URL.
controllers/auth.js:60

The remotely supplied code is executed with access to Node.js require,
enabling arbitrary module loading and code execution. routes/api/auth.js:28

Report submitted: fl113f7a
Full detail available once an analyst reviews it.

4. Sign out

$ rtidx logout

Signed out.
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